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PATIENT DATA. CLINIC TRUST. 01

A QUESTION FOR CLINICS WELCOMING PATIENTS FROM AROUND THE WORLD

Your patients' photos.
Still sitting on
an employee's PC?
Years spent earning patients' trust.
One leaked photo can put it all at risk.

Consultation PC
Treatment photos / local folder

Employee PC
Consent forms / final version?

Replaced PC
Old records / leftover copies

Control photo use. Keep an audit trail that cannot be erased.

CAVIINET helps protect patient data and the trust in your clinic.

Multilingual consent · Photos · Permissions · Evidence · Audit logs · Backups



CAVIINET THE GLOBAL OPPORTUNITY
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K-BEAUTY OPENS DOORS. TRUST KEEPS THEM OPEN.

Patients arrive from everywhere.
Your data practices must keep up.
More international patients are choosing Korea for aesthetic and medical care.
That means more photos, personal data and consent forms in different languages.

2.01 million
International patients who visited Korea in 2025

1.17 million in 2024  →  2.01 million in 2025

201
Countries and territories represented
among international patients in 2025

74.1%
Plastic surgery & dermatology

Global patients choose your clinic.
Let your data standards earn that trust.

Source: Korea Ministry of Health and Welfare, 2025 international patient statistics, 24 Apr 2026.

https://www.mohw.go.kr/board.es?act=view&bid=0027&list_no=1490280&mid=a10503010100


CAVIINET A FAMILIAR WORKDAY
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DO THESE CONVERSATIONS SOUND FAMILIAR?

“Whose computer
is that photo on?”
While the patient waits, staff are searching folders.
When employees leave or computers change, where do patient records go?

01

“Is this the final consent form?”

When photos and consent forms are stored
separately, it is hard to confirm which procedure
was authorized.

02

“It is on our former manager’s PC.”

Do you know who still holds the data, and which
copies remain after a staff member leaves?

03

“The repair shop has our photos?”

Files without encryption or access controls can be
exposed when a device leaves the clinic.

04

“I don’t know who sent it.”

Without viewing and export logs, explaining what
happened after an incident becomes difficult.

The photos are still there.
The record of who handled them is not.

Illustrative conversations showing the risks of scattered files.



CAVIINET THE COST OF LOST TRUST

PATIENT DATA. CLINIC TRUST. 04

WHAT YOUR CLINIC FACES AFTER A PATIENT PHOTO LEAK

A leaked photo is
hard to take back.
Trust is harder to restore.
Imagine your clinic’s name appearing online next to “data leak.”
Patient complaints, fact-finding and investigations become part of the workday.

Patient complaints “Who saw my photos, and where were they sent?”

Regulatory action You need to explain the incident and produce management records.

Reputational harm Distrust can spread through reviews and overseas communities.

DOCUMENTED ENFORCEMENT CASE / KOREA’S PRIVACY REGULATOR

17 hospitals. 185,271 patients.
Prescription-related patient information was photographed, downloaded or taken off-site.
16 hospitals were fined; all 17 received recommendations for improvement.

The case identified gaps in access logs, permission histories and removable-media controls.

Source: Personal Information Protection Commission, sanctions on 17 hospitals, 27 Jul 2023. (Click)

https://m.pipc.go.kr/np/cop/bbs/selectBoardArticle.do?bbsId=BS074&mCode=C020010000&nttId=9056


CAVIINET 01 / APPROVAL & ACCESS
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TURN YOUR CLINIC’S RULES INTO REAL ACCESS CONTROLS

Decide who gets access.
Define what they can do.
The Super Admin approves accounts and assigns permissions by role.
From consent creation to photo export, deletion and verification, access follows the job.

ACTUAL PRODUCT SCREEN / FEATURE PERMISSIONS FOR THE NURSE ROLE

Role template excerpt. Select the features a role may use; clear those you want to restrict.

01 Set up access

Install the app, sign in with the
license key, and configure
Host/Client access.

02 Set clinic rules

Configure procedure names and
consent forms to match your clinic’s
workflow.

03 Approve roles

Approve accounts and assign the
features each role is allowed to use.



CAVIINET 02 / MULTILINGUAL CONSENT
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CONSENT PATIENTS CAN REVIEW AND SIGN ON THEIR OWN PHONES

Different languages.
One clear consent process.
Prepare consent for the procedure and language. Patients open it by scanning a QR code.
They review, choose and sign. The signed consent becomes part of the clinic’s records.

01 Review 02 Choose 03 Sign

Procedure consent is separate from optional consent
for marketing and before-and-after photo use.
Actual English consent screens. Customize the form text, language and checklist for your clinic.
Languages: Korean, English, Chinese (Simplified/Traditional), Japanese, Spanish, French, German, Arabic and Hindi.



CAVIINET 03 / CONSENT-BASED PHOTO MANAGEMENT
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CONNECT CONSENT FOR THE PROCEDURE TO THE USE OF ITS PHOTOS

Can this photo be used?
Start with the consent record.
Manage photos and exports only for procedures the patient has consented to.
Link the patient, visit and procedure, then handle files within consent and user permissions.

ACTUAL PRODUCT SCREEN / PHOTOS BY VISIT AND PROCEDURE, WITH SELECTED EXPORT

Photo management excerpt. Review the visit and procedure while managing original and masked images.

Procedure-linked records

See which patient and procedure
a photo belongs to in the
relevant visit record.

Originals and masking

Distinguish and manage original
photos and their masking status.

Permission-based export

Connect consent scope and role
permissions to photo export
controls.

Find the photo. Check the consent connected to it.



CAVIINET 04 / VERIFICATION & EVIDENCE
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BE READY TO EXPLAIN A PHOTO’S INTEGRITY AND HANDLING HISTORY

“Can you show this photo
has not been changed?”
Verify photo hashes, signatures and chain integrity, then export the checked materials
in an encrypted evidence package. Decrypt it with the password to review the files again.

Encrypt and export Decrypt with a password

Create an encrypted evidence package.

Decryption screen and integrity check confirmation:
photo hash, signature and chain verified.

Protected HTML export
Password access · Export-count controls · Locking · Integrity checks



CAVIINET 05 / SECURITY AUDIT LOG
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EVERY HANDLING STEP BECOMES PART OF THE SECURITY AUDIT TRAIL

Who exported it?
That record stays.

Even the Super Admin cannot edit or delete audit records.

ACTUAL PRODUCT SCREEN / ACTION, RESOURCE, RESULT, DETAILS AND HASH

Enlarged excerpt of selected columns and rows from the security audit log.

Who · When · Where

Review the user, role, time,
connection type and device
information.

What · How

Record views, exports, deletions,
settings changes, backups,
migrations and results.

Search · Download

Filter by user, action or date range,
then download the audit log as CSV.

When something goes wrong,
answer with a record, not “I don’t know.”



CAVIINET 06 / BACKUP & RECOVERY
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PROTECT PHOTOS AND CONSENT FORMS THROUGH BACKUP, TOO

Your backups contain
patient data, too.
Keep clinic records ready for recovery with full, incremental and scheduled backups.
Backup encryption, integrity checks, retention settings and restore functions work together.

AES-256-GCM

Backup encryption

SHA-256
Backup integrity checks

Full · Incremental

Scheduled for your workflow

ACTUAL PRODUCT SCREEN / NAS BACKUP AND STORAGE PROTECTION SETTINGS

Configure backup time, day, destination, retention periods and whether scheduled backups are enabled.

From keeping a backup to getting back to work.
Prepare a recovery path for device failures and data loss.
Set backup schedules and retention periods to match your clinic’s data protection policy.



CAVIINET 07 / GROWTH & NAS MIGRATION
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YOUR CLINIC CAN GROW WITHOUT LEAVING ITS RECORDS BEHIND

Your clinic grows.
Your records come with you.
Move your existing clinic data from a Host/Client setup to a NAS environment.
Bring patient records, consents, photos and users with you, and keep managing them.

CURRENT SETUP

Host / Client
Records stay on the designated host.
Staff work from their own PCs.

EXPANDED SETUP

NAS Server
Centralize on a NAS server.
Keep using your existing clinic data.

Migration

Conceptual illustration of the operating setup and migration direction.

ACTUAL DEMONSTRATION / DATA MIGRATION COMPLETION RECORD

Local-to-NAS migration completion is also recorded in the security audit log.

Single PC · Host/Client · NAS
Choose the setup that fits your clinic. Expand as you grow.



CAVIINET PROTECT WHAT PATIENTS ENTRUST TO YOU.
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ASK NOW. BEFORE AN INCIDENT FORCES THE QUESTION.

Can your clinic
answer
these questions?

Can you confirm which procedure the patient consented to for each photo?

Do you have a record of who viewed or exported the photos?

Are those audit records protected from later edits by administrators?

If a device failed today, would you be ready to restore the records?

RAISING THE STANDARD FOR SECURITY AND TRUST

We are preparing for ISMS-P and ISO/IEC 27001 certification,
strengthening a security management framework your clinic can trust.

If you hesitate,
it is time to change how you
manage patient data.
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